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type Service struct {

Service
Name  string “json:"name” binding:"entityName™"
Project string “json:"project””
Revision string “json:"revision""

Domains []*domain.Domain "json:"domains,omitempty""

CreatedAt time.Time “json:"createdAt"”
UpdatedAt time.Time “json:"updatedAt""
DeletedAt time.Time “json:"deletedAt"
IsDeleting bool “json:"isDeleting”
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] type Routing struct { type HttpRoute struct {
ROUtIng Service string “json:"service" binding:"entityName"" Name  *string “json:"name,omitempty”"
’ Revision string “json:"revision"" RouteRules []*RouteRule “json:"routeRules™"
CreatedAt time.Time “json:"createdAt"” Redirect *Redirect “json:"redirect,omitempty”"
UpdatedAt time.Time  “json:"updatedAt"" Rewrite *Rewrite “json:"rewrite,omitempty" "
DeletedAt time.Time “json:"deletedAt"" Backends []*Backend “json:"backends""
IsDeleting bool “json:"isDeleting"" Retry *Retry “json:"retry,omitempty""
HttpRoutes [J*HttpRoute "json:"httpRoutes"" Timeout *common.Duration "json:"timeout,omitempty”"
1 Headers *Headers “json:"headers,omitempty”"
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] type RouteRule struct {
ROUtIng Uri *StringMatch " json:"uri,omitempty”"
’ Method *StringMatch " json:"method,omitempty" "

Headers map[string]StringMatch " json:"headers,omitempty""
WithoutHeaders map[string]StringMatch " json:"withoutHeaders,omitempty""
QueryParams map[string]StringMatch " json:"queryParams,omitempty”"

IgnoreUriCase bool "json:"ignoreUriCase™"

}
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Backend

type Backend struct {
Name string “json:"name” binding:"entityName""
Service  string “json:"service" binding:"entityName""
Endpoints  [JEndpoints “json:"endpoints"”
Resolution  string “json:"resolution"”
Revision  string “json:"revision""
CreatedAt time.Time “json:"createdAt"”
UpdatedAt time.Time “json:"updatedAt"”
DeletedAt time.Time “json:"deletedAt"”
IsDeleting  bool “json:"isDeleting""

BackendOptions *BackendOptions " json:"backendOptions,omitempty""
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r w type BackendOptions struct {
Ba Cke N d Name string “json:"name"”
) ’ Service string “json:"service""
Backend string “json:"backend"”

ConnectionSettings *ConnectionSettings "json:"connectionSettings,omitempty” "
LoadBalancer *LoadBalancer “json:"loadbalancer,omitempty" "
ActiveHealthChecks []*ActiveHealthCheck "json:"activeHealthChecks,omitempty""
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4.5 Reconciliation Loop - /1%

func (loop *Loop) StartLoop(ctx context.Context, loopKey string, dataKey string, initResources func() ([]LoopOp, string, TerminationOp, error))

for {

loop.keeplLoopKey(ctx, loopKey)

operations, revision, terminationOp, err := initResources()

for _, op :=range operations { }

if terminationOp(ctx, eventKey, revision, opErrs) { }

if loop.isTimedOut(start) {
go loop.cleanUpLoopKey(ctx, loopKey)
return

}

Loop ?| &l=(transaction)

Timeout X{2|
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Service
Consumer

> loop.StartLoop(-, InitServiceCreationOperations)

+HE|010F of= M|~ E(22) 52| E|AE

Routing

Consumer > loop.StartLoop(:-+, InitRoutingCreationOperations)

Backend

> loop.StartLoop(---, InitBackendCreationOperations)

Consumer
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Service
Consumer

> loop.StartLoop(---, InitServiceDeletionOperations)

AN 2X0|= 88 0ts

Routing

Consumer > loop.StartLoop(--+, InitRoutingDeletionOperations)

Backend

> loop.StartLoop(---, InitBackendDeletionOperations)

Consumer
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4.6 Concurrency Control
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4.6 Concurrency Control
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Data: /api/v1/{type}/{ID}
Result: /api/v1/{type}/{ID}/{zone}/{timestamp}
Search(prefix)

- [api/v1/{type}: O|HIE Watch

- /api/v1/{type}/{ID}: 2= Z2| HEN

- /api/v1/{type}/{ID}/{zone}: =78 =2 &Ef
Loop: /api/v1/loop/{type}/{ID}/{zone}

Service

Data: /api/v1/services/{service}

Result: /api/v1/services/{service}/{zone}/timestamp
Search:

- /api/v1/services

- /api/v1/services/{service}

- [/api/v1/services/{service}/{zone}

Loop: /api/v1/loop/services/{service}/{zone}

Backend
Data: /api/v1/backends/{backend}
Result: /api/v1/backends/{backend}/{zone}/timestamp

Search:
- /api/v1/backends
- /api/v1/backends/{backend}

- /api/v1/backends/{backend}/{zone}
Loop: /api/v1/loop/backends/{backend}/{zone}

Domain

Data: /api/v1/domains/{domain}

Result: /api/v1/domains/{domain}/{zone}/timestamp
Search:

- /api/v1/domains

- /api/v1/domains/{domain}

- /api/v1/domains/{domain}/{zone}

Loop: /api/v1/loop/domains/{domain}/{zone}
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9.1.1. Connection Reuse

Connections that are made to an origin server, either directly or through a tunnel created using the HTTP 2 O
CONNECT method (Section 8.3), MAY be reused for requests with multiple different URI authority -

components. A connection can be reused as long as the origin server is authoritative (Section 10.1).
For TCP connections without TLS, this depends on the host having resolved to the same IP address.

mllam
—

IL

>
1

For https resources, connection reuse additionally depends on having a certificate that is valid for
the host in the URI. The certificate presented by the server MUST satisfy any checks that the client
would perform when forming a new TLS connection for the host in the URI.

An origin server might offer a certificate with multiple subjectAltName attributes or names with
wildcards, one of which is valid for the authority in the URI. For example, a certificate with a

subjectAltName Of *.example.com might permit the use of the same connection for requests to
URIs starting with https://a.example.com/ and https://b.example.com/.

In some deployments, reusing a connection for multiple origins can result in requests being directed
to the wrong origin server. For example, TLS termination might be performed by a middlebox that
uses the TLS Server Name Indication (SNI) [TLS-EXT] extension to select an origin server. This
means that it is possible for clients to send confidential information to servers that might not be the
intended target for the request, even though the server is otherwise authoritative.

A server that does not wish clients to reuse connections can indicate that it is not authoritative for a
request by sending a 421 (Misdirected Request) status code in response to the request (see
Section 9.1.2).

A client that is configured to use a proxy over HTTP/2 directs requests to that proxy through a single
connection. That is, all requests sent via a proxy reuse the connection to the proxy.

https://httpwg.org/specs/rfc7540.htmli#reuse
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Ingress-gateway

Domain
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Domain
(CELENEY)

Ol=: * naver.com

Service
(2-tier GatewayA)

Routing
(VirtualServiceA)

Backend
(ServiceEntryA)
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Ingress-gateway

Domain
(VirtualServiceA)

Domain
(GatewayA)

Service
(2-tier GatewayA)

Routing
(VirtualServiceA)

Backend
(ServiceEntryA)

Domain
(VirtualServiceB)

Ol=: * naver.com

Domain
(GatewayB)

(VirtualServiceB)

Service
(2-tier GatewayB)

Routing

Backend
(ServiceEntryB)
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Domain

type Domain struct {
Name string
Service  string

“json:"name” binding:"entityName""
“json:"service" binding:"entityName""

Host string
Gateway  string

“json:"host" binding:"hostname_rfc1123,lowercase""
“json:"gateway"" // gateway ID (gatewayO, gateway1, gateway?2 ...)

HttpsRedirect bool
Revision  string
CreatedAt time.Time

UpdatedAt time.Time ]
“json:"deletedAt""

“json:"isDeleting” "

DeletedAt time.Time
IsDeleting bool

“json:"httpsRedirect™"
“json:"revision""
“json:"createdAt""

son:"updatedAt""

DEVIEW
2021



Y,

6. Health Checks




DEVIEW
2021




DEVIEW
2021




DEVIEW
2021




1IIIIIIIIIIIIIIIIIII

m DEVIEW
2021

Maintenance

6.1 2{AE XN

Maintenance RE&



DEVIEW
2021

6.2 Maintenance Mode

§N3 |
serviceA.naver.com

- 10.10.10.10 (Cluster1-GW1)
-10.10.10.11 (Cluster2-GW1)
- 10.10.10.12 (Cluster3-GW1)
-10.10.10.13 (Cluster4-GW1) serviceA.naver.com
serviceB.naver.com serviceB.naver.com
-10.10.10.10 (Cluster1-GW1)

-10.10.10.11 (Cluster2-GW1)

- 10.10.10.12 (Cluster3-GW1)

- 10.10.10.13 (Cluster4-GW1)
serviceC.naver.com

- 10.10.10.14 (Cluster1-GW2)

- 10.10.10.15 (Cluster2-GW2)

(
-10.10.10.16 (Cluster3-GW2) . ) .
-10.10.10.17 (Cluster4-GW2)
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6.2 Maintenance Mode

serviceA.naver.com

-10.10.10.10(C
-10.10.10.11 (C
-10.10.10.12 (C

uster1-GW1)
uster2-GW1)
uster3-GW1)

e LA

serviceB.naver.com

-10.10.10.10(C
-10.10.10.11 (C
-10.10.10.12 (C

uster1-GW1)
uster2-GW1)
uster3-GW1)

e LA

serviceC.naver.com

-10.10.10.14 (C
-10.10.10.15(C
-10.10.10.16 (C

uster1-GW2)
uster2-GW2)
uster3-GW2)

pbend LA

serviceA.naver.com

serviceB.naver.com
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6.2 Maintenance Mode

DNS
type DNSRecord struct {
Host string "json:"host""

Gateway string “json:"gateway”"
TTL int32  “json:"ttl""

ZonesToExclude []string "json:"zonesToExclude""

Revision  string " json:’revision™
CreatedAt time.Time "json:"createdAt""
UpdatedAt time.Time "json:"updatedAt""
DeletedAt time.Time "json:"deletedAt"

IsDeleting bool  "json:"isDeleting”"
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6.3 Health Check - Cluster

Gateway Checkup

Health Checker ) _ Health Checker
(API Server) (API Server)

X|A 291 0|42l Health Checker? | &0} = Q1X|SHOF X|2]
Threshold(0.5) EC} %2 H|&2| Gateway’| 2 IiSHOF X| <



DEVIEW

6.3 Health Check - Service

Domain/Endpoints Checkup
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7.1 Global Ratelimit

Mesh traffic

: Service A | Service B

https://istio.io/latest/docs/tasks/policy-enforcement/rate-limit/
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7.1 Global Ratelimit

Mesh traffic

Service A | Service B

Envoy

Ratelimit Service

2t Ol AR A S0| Ratelimit A|H|A0|H| 20 H = HHAl

https://github.com/envoyproxy/ratelimit



https://github.com/envoyproxy/ratelimit

DEVIEW

7.1 Global Ratelimit

Mesh traffic service RateLimitService {

ShouldRateLimit(RateLimitRequest) returns (RateLimitResponse) {

}
}

: Service A | Service B
: Envoy

JSON / gRPC

Ratelimit Service

JSON/gRPC QIE{I|O| A X|-=:

https://istio.io/latest/docs/tasks/policy-enforcement/rate-limit/
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7.1 Global Ratelimit

S message RateLimitRequest {

Mesh traffic _ _
string domain = 1;

repeated RateLimitDescriptor descriptors = 2
uint32 hits_addend = 3;

Envoy

: Service A | Service B

-

message RateLimitResponse {

JSON / gRPC
enum Code {
UNKNOWN = 0;
Ratelimit Service OK=1;
OVER_LIMIT = 2;
}

Check Limits )

https://istio.io/latest/docs/tasks/policy-enforcement/rate-limit/
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7.1 Global Ratelimit

S message RateLimitRequest {

Mesh traffic _ _
string domain = 1;

repeated RateLimitDescriptor descriptors = 2
uint32 hits_addend = 3;

Envoy

: Service A | Service B

-

RateLimitResponse

message RateLimitResponse
(OK/OVER_LIMIT) g P {

RateLimitRequest

enum Code {
UNKNOWN =0;
Ratelimit Service oK =1;
OVER _LIMIT = 2;
o }
Check Limits )

https://istio.io/latest/docs/tasks/policy-enforcement/rate-limit/
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7.2 Global Ratelimit-D Ipt
. Oopadl Rateilimi escriptor
message RateLimitDescriptor {
message Entry { ["authenticated": "false"], ["remote_address": "10.0.0.1"]
string key = 1,
string value = 2; ["authenticated": "false"], ["path": "/foo/bar"]
} ["authenticated": "false"], ["path": "/foo/bar"], ['remote_address": "10.0.0.1"]

message RateLimitOverride {

uint32 requests_per_unit = 1,
type.v3.RateLimitUnit unit = 2; ["authenticated": "true"], ["client_id": "foo"]

} ["authenticated": "true"], ["client_id": "foo"], ["path": "/foo/bar"]

repeated Entry entries = 1;
RateLimitOverride limit = 2;

0{2{ Descriptor2 2Zst A|L}2| 2 H9| I}

https://istio.io/latest/docs/tasks/policy-enforcement/rate-limit/
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7.2 Global Ratelimit - Descriptor

_ : domain: ratelimit.com
message RateLimitDescriptor {

descriptors:
message Entry { _key: foo
string key = 1, rate_limit:
string value = 2; unit: minute
} requests_per_unit: 2
descriptors:
o . - key: bar
message RateLimitOverride { -
rate_limit:
uint32 requests_per_unit = 1, unit: minute
type.v3.RateLimitUnit unit = 2; requests_per_unit: 3
1 - key: bar
value: banned
repeated Entry entries = 1; rate‘_"mit_:
unit: minute

RateLimitOverride limit = 2; .
requests_per_unit: 0

0{2{ Descriptor2 2Zst A|L}2| 2 H9| I}

https://istio.io/latest/docs/tasks/policy-enforcement/rate-limit/
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Average RPC Call Latency

1 ratelimit pods

# of Clients

k= &0 U2}, scale-out =52 B = US
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7.3 Global Ratelimit - $ilX|Or3

Average RPC Call Latency

Tms -> 207l pods : 1 ratelimit pod
3ms -> 407/l pods : 1 ratelimit pod

k= &0 U2}, scale-out =52 B = US



DEVIEW
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@

S

\ @ S

API Server
VirtualServiceA m— === == == - —_ e e e ————— - - VirtualServiceA

SoAEHE

API| Server

2-tier GatewayA
EnvoyFilter
VirtualServiceA (LimitConfig)

2-tier GatewayA

EnvoyFilter

(LimitConfig) VirtualServiceA

Ratelimit Ratelimit

ConfigMap
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7.5 Global Ratelimit - 24|

o type LimitConfig struct {
LI m It Domain string “json:"domain”"
. ) LimitDescriptors [J*LimitDescriptor " json:"limitDescriptors""
}
type Limit struct {
type LimitDescriptor struct {
Service  string Json:"service” binding:"entityName™ LimitActions [JLimitAction "json:"limitActions""
Revision string “json:"revision"" LimitOverride *LimitOverride " json:"limitOverride,omitempty""
CreatedAt time.Time “json:"createdAt"" }
UpdatedAt time.Time  "json:"updatedAt"" type LimitAction struct {
DeletedAt time.Time  “json:"deletedAt"" HeaderValueMatch *HeaderValueMatch " json:"headerValueMatch,omitempty""

. \ s ne . ma * N :" = TN
IsDeIetlng bool json: |sDeIet|ng RequestHeaders *RequestHeaders " json:"requestHeaders,omitempty

RemoteAddress *RemoteAddress °json:"remoteAddress,omitempty””

. : U g e
LimitConfigs [J*LimitConfig " json:"limitConfigs GenericKey  *GenericKey  "json:"genericKey,omitempty""

https://istio.io/latest/docs/tasks/policy-enforcement/rate-limit/
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8.1 Logging
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8.2 Metrics

https://deview.kr/2021
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2-tier GatewayA
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8.3 Auto Scaling - HPA
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